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Electronic protection involves methods of prevegtipies from stealing secrets from the electromiagne
emanations of your information systems, as wethathods of preventing saboteurs from incapacitating
destroying your information systems using electrgnagic radiation. We discuss the kinds of threatswahat can
be done to reduce or prevent them. Particular wesdes are video monitors, keyboards, and cables.
Electromagnetic shielding is helpful, but requispgcial additions to computer hardware. Sourcergspon, noise
generation, encryption, deliberate irregularityd aeliberate deception can also help against spiesequire
careful planning. Bug detectors can alert you éztebnic devices that may be eavesdropping, buiodalways
work. As for electromagnetic sabotage, similar Isting methods can protect against it, but backufhods are

important, including current limiters.



This is chapter 77 in thEhe Handbook of Information Security. Bidgoli, ed., New York: Wiley, 2006.

INTRODUCTION

The termelectronic protectiorhas been used inconsistently in the literatura¢an several things related to
information security. We interpret it here in thea sense of methods of protecting informatiosteyns from
attacks that do not require an electrical or saftwa@nnection to the target but exploit electronedigreffects of
electronics. Unfortunately, electrical connectitms target system are not necessary to have sesemurity
problems. We do not consider here other importapéets of this considered elsewhere inHaedbook such as
radio frequency and wireless communications segwireless information warfare, hacking technigirewireless
networks, mobile devices and protoc@sdsmart card security. We also do not consider piilpnaonelectronic
physical attacks on computer systems and netwaii{s as explosions of conventional munitions (seesiehl

Security Threats).

The two main threats addressed by electronic ptioteare people trying to steal your secrets (3pes people
trying to vandalize your hardware or prevent infrevorking (saboteurs). These threats are more @gsdavith
military information systems than civilian systeam&l are particularly serious in battlefield sitaas (Friedman,
1983), so much of the research has been done bignyibrganizations. Spies in a military setting &ying to get
intelligence, and if they get it from electronigmsals, they are doing signals intelligence (SIGIXM®rpette, 2002).
But spying and sabotage are also an increasindgonofor businesses; secrets of competitors candsthw
considerable money and effort. Incidents may beetgstimated because it is of little advantage itbeee the
military or business to report them. Electroniciegyand sabotage are usually illegal; in the Uni¢ates, U.S.
Code Section 2511 prohibits real-time acquisitiohelectronic communications in transit, and maoyrdries have
similar laws. But this has not stopped determim@dsswhen key government, military, or businessetea@re at

stake.



Like all security measures, electronic protectiamstrbe cost-effective. One needs to assess thHinbke of an
attack and how serious the results of that attaigkiie. It is thus important to do a risk assesgr(see Risk

Assessment and Risk Management) before commithiniget protection methods to be discussed.

ELECTRONIC EMANATIONS FROM COMPUTER TECHNOLOGY

We first consider the problem of leakage of infotimrafrom a computer system or network through the
electromagnetic radiation it produces. This haslteemedemanations securityr emissions security the military

literature.

The Physics of Electronic Emanations

It was discovered in the 19th century by Oerstedaéfay, and Henry and formulated in Maxwell's eignatthat
changing electrical currents induce changing magfietds and magnetic fields induce changing cutse
Computers use patterns in currents for operatiodscammunication. These changes induce a changagmetic
field that propagates as an electromagnetic waeitiin surrounding space. This field can be pickety

electrical conductors in the vicinity, and in bases can impede operations of other electronicdsviia
electromagnetic interferenc&@hus an antenna with an amplifier can pick upm@s@erable amount of signal from a
nearby computer and can reconstruct the generalogrical signals. Electromagnetic signal streragtintensity is
the amplitude of the electromagnetic field wavef@mnsome point in space (also called the eleduicdensity) and
is the major factor affecting detectability of tsignal. Signal intensity generally decreases asdnare of the
distance from the radiation source. Bugging deweiéisin computers can pick up signals more succdlgghan

remote ones can.

Electronic protection has not improved as the spéedmputer technology has increased. With claties now
below nanoseconds, computers are radiating sigvtadse base frequencies are in the range of micrewadiation.

As with microwave ovens, microwaves have good patiey power for many kinds of materials. (The @gthe



frequency, the more energy the radiation has; heweenetration ability varies considerably witk tthemistry of

the material.)

Matters are made worse by the use of abrupt charegjegen two levels of voltage in digital hardwake more
abrupt a transition, the more high-frequency congodsin its spectrum. A sine wave has only oneufeegy; a
square wave consisting of alternation between toltages has a frequency spectrum of odd multiplestase
frequency where the amplitude of the componernitsvisrsely proportional to the frequency. High-freqay
components of a waveform are refracted less bynmaiehan low-frequency components, making thesiezdo
detect if they are not absorbed. Furthermore, nadgethat one frequency poorly penetrates may behnmore
transparent to another?and the harmonics of arpatsainsition can be significant over quite a ranfirequency.

A spy may need only find one frequency to recogtfizetransition of a digital signal.

Several additional factors affect the intensitgighals emanating from a computer system:

» « Higher currents produce stronger signals than lawernts. Most parts of computers run on relagilel
currents, but an important exception is a cathagiemonitor, which requires hundreds of volts. Copsatly,
their screen images are easier to detect than coagbuter signals.

« < Slower signals are often easier to detect thaerfaggnals because they stand out better fromabkgoound
noise. Therefore cables connecting to a modem are susceptible to eavesdropping than a cabldasta
digital telephone line. However, faster signals ralyp radiate better.

» « Periodic signals are easier to detect than irregulane-time signals because signal energy cautmened
for corresponding parts of each period, greatlpimgl detection. Important periodic signals occumiany
places in computers, especially in the central ggsing unit (CPU) cycle, the monitor screen refgsitess,
and the loop that monitors the keyboard for keyreggions.

* e« "Unbalanced" signals are easier to detect thambathsignals. Signals are balanced when pairspisite
currents occur on adjacent wires. Balance is algnotior some kinds of cables.

» + Many sophisticated techniques from electrical eegimg can help detect signals in the presenceisén

even nonrandom noise (Garth & Poor, 1994).



» « Electronic circuits have resonant frequencies. Xermal signal can be broadcast to a computer sysie
induce it to resonate at one its natural frequendibis has the effect of modulating normal sigedlthe
computer, making them easier to detect by demddulatiowever, the effect is weak and it is diffictd
control what kind of information you obtain.

» e If aspycan plant a Trojan horse on a computetegysit could deliberately create periodic loopsaudle to
make stronger electromagnetic signals, providiogwert channel for transmission of information (Sége

Channel Attacks).

Electronic Eavesdropping Technology

An electronic eavesdropper uses bugs consistitigeofollowing:

» A device for picking up signals, as large as pdsesilnd as close as possible to the source while
maintaining concealment; this can be an antenaalatance or an induction loop around an eleatroni
component

*  An amplifier for the signals from the antenna

* Areceiver (electronic filtering to extract the 1s&d from the noise); the emanations of a compunat
designed for easy separation like radio statioaskart good filters can be effective

» Either a recording device (which may be hard toceahgiven the amount of data recorded) or a
retransmission device; retransmission is commonlsaldio at a specific frequency, but could alsalbee
by digitizing and connecting to a computer netw@fkhe signal picked up is video, it could be

retransmitted to another screen nearby)

Bug technology continues to decrease in size ®istme performance (Murray, 2003). Intelligencenaigs use
bugs camouflaged as all kinds of everyday objectsio not expect them to be easy to recognize. fitagynot
need to be camouflaged much anyway?most peoply faok inside the cabinet of their computer. Eaips
could be bugs because many computers leave eng$ydslring manufacture to permit later expansiooods

places to put bugs are on the display and keybdréwdrs to enable reading of everything the useoiag. People



who like to be suspicious have claimed bugs aresyiccad (Thomas, 2004), but one must be skepficalioh of

what one reads about bugs on the Internet.

Points of Weakness for Electromagnetic Emanationsin Computer Systems

We enumerate here some particular sources of siginatl spies could exploit for electronic eavesgiog.

Cathode Ray Monitors

The traditional television-style monitor screefaibig source of emanations. Van Eck (1985) stiradlat great deal
of interest by showing how easy it was to duplichtedisplay of a traditional cathode ray monitoraonearby
monitor using just the radiated signal. Recept®aidled by high currents used by such devicedditian, screen
display follows a consistent periodic sequencehHme of the screen is drawn from side to sidel #ne standard
VGA format uses exactly 480 lines with exactly gigels per line. This means one can reconstrucstheen
signal by an easy guess as to the vertical syectiftie to draw all lines) and the horizontal sythe (time to draw
one line) (Kuhn & Anderson, 1998). Liquid-crystasplays such as those found in most laptops dasethis

mechanism but still give some weaker emanationgthetess, especially the back-lit ones common today

Keyboard
Another weakness is the keyboard-handling softwdseally the keys are sampled periodically by abkeyd
driver to see if they have been depressed. Thidumes a near-periodic signal that can be compareelen cycles

to detect key depressions. However, it involvesditary changes and lower currents than thoseeoirtbnitor.

Cables

Electrical cables connecting a computer to othefcgs can be a source of signal because of thaitesity to
antennas (which are long wires, too). Cables carhigher currents than CPUs because of the needitce
transmission losses. Modem cables in particuladasérable targets because of their low data eatdshe
possibility of picking up passwords and keys in ¢lear. Furthermore, modems often use serial (taetiane)

character transmission, which reduces the numbsigaoéls that need to be distinguished by the ekupper.



Most cables are shielded to reduce the electrontiagneerference on their signal from other devid&ceptions
include many telephone cables that are unshielistied pairs.) This means that the main condustsuirounded
but separated from an electrically conductive ciogethat carries the ground (or comparison) voltdgerinciple,
this should reduce emanations substantially. Bptractice, not all cables are properly groundedygding can be
difficult), not all shielding is effective (good lsling costs money), and there is a source of sighahch end where
the cable connects to other electronics. Smuld&8Q) showed a surprising ability to pick up signabm a

modem cable with a standard radio receiver.

Power and Ground Voltages

Electrical devices using varying amounts of poweate transients in the power and ground connextiwat they
use. The effect is visible on any device sharirgghime power connections, as within a buildings Efffiect is often
seen when large motors turn on and can be seelesser extent with computer peripherals, espgcatlathode
ray monitor. But the signals produced are veryybicause everything attached to the power lirggauind can

also produce an effect.

Magnetic Disks

Magnetic hard disks rotate continually even whenhbming read. If the disk head remains over a @aei track on
the disk, it will generate a periodic signal rejr@ing the bits on that track. But this is uninstireg data most of the
time, and the signal may be so weak because dtistgehat it would be easier to directly connexthe associated

computer system.

Optical Signals

Light is also electromagnetic and we need to prereading of computer screens through windows wkbscopes.
Just ensuring that the screen is unreadable @samable distance is insufficient with cathodemayitors, because
the changes over time in the total diffused lightd a monitor can carry enough information to eaabl
reconstruction of characters (Kuhn, 2002). Many potars and peripherals also have light-emittingld&o(LEDS)

intended to give operators a simple summary of weatevices are doing. However, LEDs can switclruh off



at a rate up to 10 ns, far beyond what people etect and this could be a covert channel to sigrfiatmation to a

confederate (Loughry & Umpress, 2002).

Error Correction

Detected electromagnetic emanations have consigenatse, because the transmission of informasareither
engineered nor intended. A variety of error-colietinethods can be used by the eavesdropper. Chovain
electronic filtering can be done when the signal &grimary frequency, or a strong known unwantedguency can
be filtered out. Video signals have a variety c#aplized correction techniques that have beenldped to aid
copying of video. Research in optical charactedirgg(Liu, Babad, Sun, & Chan, 1991) has developegdriety of

robust techniques for correcting noisy images afrabters.

As for digital data, error-correcting codes andakseims in network transmissions can be picked undy
eavesdropper to correct some reception errors (Zarg 2003). But even without such codes, a spgselepping
on text can exploit knowledge of an alphabet ogleage used to rule out most errors. For instancEriglish,
20,000 words is a common vocabulary size for asaatpeaker, and the average word is eight letbeis IYet there
are 200 billion possible eight-letter words, so trafghe one-character errors in interpreting ayheletter English
word are easy to correct. Kukich (1992) gives am@hensive overview of algorithms for such cor@mutii For
other kinds of data, knowledge of the typical syilslman be formulated from experience (Moulin & Ofisan,

2003).

The frequent predictability of software can be eipld by an eavesdropper. For instance, encryjtigorithms
often start execution with the same sequence of;canl eavesdropper could learn to recognize thmalsig
corresponding to that code and then zero in opldiatext key typed next. The eavesdropper cowddnl¢he

necessary patterns by obtaining and running their @opy of the encryption software.



REDUCING THE THREAT OF ELECTRONIC EMANATIONS

In the face of these threats, several techniqguepvent or reduce eavesdropping, as summarizZ€dtle 1.

Table Error! Bookmark not definedSummary of the Suitability of Electronic Protection M ethods for Attack
Targets

Monitor Keyboard  Cables Power and Disks Optical

Ground Signals

Electromagnetic shielding
Source Yes No Yes Yes No Yes
Suppression
Noise generation and Yes Yes Yes Yes Yes Yes
encryption
Signal irregularity Yes Yes Yes Yes No Yes
Deliber ate deception Yes No Yes No Yes Yes
Bug detectors Yes Yes Yes Yes Yes No

The most obvious techniques are concealment cérienations themselves by reducing their intenshys was
the idea behind the TEMPEST standards adoptedeby18. government in the 1960s to reduce emanditions
their important computers (McNamara, 2004). Althotge quantitative details of TEMPEST specificasi@me still
secret (i.e., they are classified), the basic fples are available in the open literature. TEMPHES3 not been as

important since a 1991 report of the U.S. Centi@lligence Agency concluded it was not cost-effegtespecially



within the U.S. in protecting against foreign spiEEMPEST hardware for computers, peripherals,Gaides
typically costs two to three times that of equivélenprotected commercial hardware. There are sty reaftware-
based ways of stealing secrets that electronicselaopping is less threatening than it once was elNmiess,

TEMPEST standards are still important for U.S. taily and diplomatic computers that have importactets.

Electromagnetic Shielding

Electromagnetic emanations can be reduced or eygreassed entirely by use of appropriate electromiag
shielding. Gauss's law says the surface integraladésed contour surrounding an object is onlypprtional to the
charge enclosed. If that contour is unbroken aadtetally conductive, an internal electrical fislith no net
charge will cancel itself out so there will be ret electrical field outside the contour. This atseans that any

electrical charge on a closed conductive surfasieles entirely on the outside of the surface.

Therefore, to eliminate emanations, we should putpguters in metal boxes (Faraday cages) made dctine
materials such as copper, aluminum, or steel. fetyaof materials and forms (solid metals, conduetioatings,
adhesive foils, conductively filled materials, g¢wuffice (Molyneux-Child, 1997). However, perfgebtection
assumes the conductive enclosure is unbroken. Bedhare usually must be gaps for ventilation, pdines,
keyboards, and network connections, these gapgerayit signals to leak out (Warne & Chen, 1992).
Consequently, significant gaps must be minimize#tes factor is the ratio of the diameter of the ¢@agthe
wavelength of the signal frequency one wishes ppeess (Hoffman Enclosures Inc., 2003). As a riitomb, it
has been suggested this should be 1/10th or Igev¥ent significant radiation from escaping, afitD0th to
provide 60-db reduction (Molyneux-Child, 1997). Véguides in the form of conductive pipes throughgaes can
further reduce the emanations at these gaps, asaking the gaps into meandering channels. Powes khrough
these gaps can be filtered, and fiber optic cablesigh the gaps can supply communications sigmititeout
providing an electromagnetic channel. Monitor soseean be coated with a conductive film, but keytisare
tricky to protect. A number of vendors supply ssplecialized hardware. Such shielding is difficaltdb on laptop

computers, where weight and space are at a premium.



To simplify construction, the conducting box isesftconstructed with a grid of wires like a cageisMorks well if
the gaps between the wires fulfill the wavelengthstraints, and it permits better ventilation tlaaciosed surface.

Rooms and even buildings can be built using thesdwctive grids (Hemming, 1992).

Cables provide special problems for shielding bsean unshielded and unbalanced electrical cahleeanuch
like an antenna. Fiber optic cables are the bégtiso although they are more expensive per unigtle than
electrical cables. They have no electromagnetionaiens along their bodies because they are coatectvent the
escape of light. Their only weakness is on theitsemhere light is converted to and from electraghals. Long
fiber optic cables such as long-distance telephioes also need to be periodically boosted eleatedly along
their length, and the booster is susceptible tesdnopping.

Optical signals from cathode ray monitors and LEBS be suppressed by covering room windows andveite
controlling their light, even the reflected lightuhn (2002) also suggests increasing light noisadiyg significant
broad-frequency illumination for the computer robynincandescent or high-frequency fluorescent §ghtcover
the frequencies of the monitor light. Good designLfEDs should ensure they do not change any fasaer

humans can follow them.

Sour ce Suppr ession

Another goal should be to reduce emanations fractmputer itself. A good compact design of the mraewill
help. This means a relatively small chassis and stables to reduce electrical dipoles that cansenations.
Devices used to measure electromagnetic interferean help locate possible emanation problems (M&astial.,
2003). Generally speaking, the intensity of a digleareases as the square of the distance frosotiree, so one

can estimate how close an enemy must be to pieksignal.

For conventional electrical cables of either thisted-pair or coaxial type, ferrite beads or diskghe ends can
reduce emanations. Ferrites are ferromagnetic ralténat dissipate high-frequency magnetic fieldsmall

amounts of heat with magnetic eddy currents. Theyaeful for frequency over 100 MHz, in the ran§eomputer



signals, but require some care to use effectivebabse they must be matched to appropriate ekddidecdware.

In-line capacitors can also achieve the effectewite beads but can involve more power dissipatio

Because high frequencies tend to be easier tathéklow frequencies, it is desirable to lower liigh-frequency
emanations by slowing the switching times betwegnadnd high voltages in signals. This is difficwith the CPU
but makes sense for the cables, particularly theosand keyboard cables that do not need fasttiangmes. This
can be done by running the signals through a dyitldsigned low-pass filter, something done rougite reduce
electromagnetic interference. Kuhn and Anderso®&)@lso designed special ?Tempest fonts? for imositreen
display that have reduced high-frequency comporautsre still legible, making them harder for avesdropper

to pick up.

Another approach to source suppression is to mwvedurce about as in a mobile device. That wayfiaag-

location eavesdropper cannot obtain all the infaimna But this is possible only with a few applicais.

Noise Generation and Encryption

Another way to make eavesdropping more difficutbid®roadcast noise at the same time. Noise cqusbenany
signals at the same time. It is difficult to eavegdon a single computer in a busy office with maognputers, and
similarly, it is difficult to eavesdrop on the siga of a CPU because there are so many in a spaalesNoise,
however, can create electromagnetic interferentmiktrong. Realism requires that noise startsaop and
eavesdropping could be done while it is off. Aliségs important to create sufficiently complex rothat cannot be
easily filtered out. Analog white noise, for instannoise of a uniform mixture of frequenciespist jadded to the
frequencies already present and its uniform haightbe easily subtracted from the frequency spect8o digital
noise is needed that looks like real computer djpersfrom a number of simultaneous sources. Evésersources
that are obviously fake can create a difficult camatorial problem for the attacker in assigning b each signal if

the sources are located near one another.



The effect of noise can be created by omittingrecosrecting bits transmitted in network protocstsattackers
have a more difficult time fixing errors in recapti Because their error rate will be higher that tif the system
they are monitoring, this creates added problemthfam. However, this may give only a mild effestiaalso hurts

the system if its own error rate is nonnegligil8e.it is hard to justify against rare threats.

A systematic way to accomplish noise is to encrgpth of the digital activity of the computer. Thgsa good
practice for files and network communications anywdien secrecy is important, so it can be extetdedher
aspects of the computer when electromagnetic etioasadre a concern. Strong encryption methods @reaasily
available (see PKI and PGP). Unfortunately, thebkayd depressions and the monitor display cantiotately be
encrypted, so other techniques are necessarydar.th will help to avoid displaying passwords &ays on the
screen because the screen contents are easy toppiSkeganography is not as useful as encrypeoadse

activities and files are difficult to conceal coreglly.

Even when data are encrypted, spies may learn orgétom when and where it is being used. Spiesdmatraffic
analysis to determine the flow of information betwesites; for a hierarchical organization, this rhaysufficient to
identify the flow of information. To prevent this,is useful to send dummy (noise) messages peadigibetween
sites; if an equal number of messages are sentebateach pair of sites on the average, a spy carfeoany

structure of the sites.

Signal Irregularity

Because eavesdropping is easier with periodic Egaaother idea is to insert deliberate randoraydein
transmission of signals to avoid periodicity. Tb@ be done by changing the operation of the lolagsts of the
OSI network transmission protocols (Forouzan, 200®) physical and data link layers. Because stamsimissions
such as those with keyboards, monitors, and modeenthe easiest to eavesdrop, and the EIA-232 ¢aled RS-
232) protocol and associated cable hardware adkfas¢hese on most computers, it is desirabledtbieregularity

to that protocol. Transmissions with EIA-232 carslgachronous (with a clock signal) or asynchron@uithout);



synchronous transmissions are paradoxically béisidsto creating irregularity because the clockalgan be

supplied irregularly to indicate when the signatelleshould be sampled.

Irregularity can also be created at higher levélsetwork protocols. At the data link layer, gapgime between
bursts of data (frames) can be made random. Althdugsts may be deciphered, it will be hard tangtthem into
packets, particularly when similar signals on otlectronic equipment are being generated at time sene.
Buffering at the receiving end can regularize thtads needed to enable normal computer operations.
Asynchronous transfer mode (ATM), important for theernet, already supports irregular handlingt®timall

packets.

Random delays can also be done in drawing the safede monitor. Also, the monitor does not needriaw the
lines on the screen in vertical order but couldiditaem in an order determined by a secret timeimgrigey. Then
an eavesdropper not knowing the key would see @sigrambled mess. But they could try orders ataanaintil
they hit on the right one because 480 lines irstaadard VGA format is not many. Similarly, keybdaampling to
recognize key depressions could randomly delay &etveycles and does not need to check the kepe isaime
order every time. Keyboard rates now are so slowpared to CPU processing times that a more complex
keyboard-sampling method makes no difference &raation speed. As for periodicity of a magnetgkdihe disk

head can be moved when not in use to a blank poofithe disk.

Trojan horses that deliberately create periodinagto facilitate eavesdropping can be found keyusual methods
for finding Trojan horses (see Trojan Horse Progdasuch as comparing checksums on executablesvmps
checksums and looking for statistically anomalaustime behavior. Their broadcast may be detecyed b

monitoring the emanations of the hardware for ualfequencies.

Deliber ate Deception



Deception is a classic military technique for exjihg modest resources for a major gain. Deceptauld be done
in electronic emanations to plant disinformatiothvihe eavesdropper. For instance, dummy compatensl
transmit false information made especially easyr{iansity or accessibility) for the eavesdropmepick up. This is
easiest if one can replay old signals that areongdr secret, with date and detail changes. Rod#atee such as

transmission headers are easy to fake.

Deception can help confirm eavesdropping. One ¢amt gome information and see if an eavesdroppatseif
they do, then deception can be tailored to thenmemspecifically. Counterintelligence uses methokis these.
Honeypots (see Use of Deception Techniques: Horieygral Decoys) also use deception to collect inftion
about attackers and their attacks. They can predteheve resources that attackers want such asypead (but
ineffective) passwords to waste the time of thacktr. Deception can often be more effective tlmarcealment
because the enemy can recognize that you are domyceamething and redouble his or her effortsebigy whereas

deception may make him or her go away.

Bug Detectors

If eavesdropping is suspected, one can try to éoited eavesdropping hardware and remove it (Ferfd88;
Tolces, 1986). If the countermeasures discussee lawady been employed, any useful bug must bdynea
variety of electronic bug detectors are availablé,a purchaser must be cautious because thenecis competition
among vendors and little regulation. Some vendmmfse more than they can deliver, and some argbtit

scams. Careful testing of products is essential.

There are two approaches to bug detection. Omeftectis on the eavesdropping device itself. Becaesgly all
use electronics, one can exploit properties ofteaacs. For one thing, they dissipate some heaansinfrared
camera may be able to see bugging devices hidd=xpantedly in everyday objects such as light fiesuand
telephones. Another idea is to take advantageeoftimlinearity of many transistors by irradiatihg area with a

strong microwave signal and looking for distinctregadiation patterns at different frequencies tth@nexcitation



(Yost, 1985). This is usually what is meant by spieg an area for bugs. It requires a very pureueagy
generation because the detectable signals candik amd good amplification for the sensitive sigrafter filtering
out the excitation signal. Almost any bug will ngectontain transistors, but this will not work fFdlOSFET
circuits nor transistors with very small input lsatt will also not find bugs next to legitimatesetronic hardware

nor those electromagnetically shielded.

Another approach is to focus on bug transmissiBesause most bugs collect too much data to stateediug
(concealment is important, and the bug may needrt@in untouched in place a long time to prevespision),
retransmission of data by electromagnetic wavesrtmre convenient location is usual. So frequermeyssing bug
detectors, or frequency analyzers, look for unufegjuencies in the electromagnetic spectrum thaldcrepresent
bug transmissions. It helps that it is easier fepgpto use off-the-shelf hardware for transmitserd receivers to
take advantage of frequently used parts of thetspac These include the citizen's band at 25?50 Mz
frequency modulation radio band at 88?120 MHz piblece band at 150?174 MHz, and the gap between &t
VHF television at around 470 MHz (Yost, 1985); #rgenna size required ranges from a few feet ®fitht to an
inch for the last. So a bug detector frequencyseashould focus on those ranges. Techniques fectieg signals
in nonrandom noise can help (Garth & Poor, 1994difonal tricks may be necessary to detect sigoglsghly

motivated adversaries such as military enemiep(tetes, 1996).

Spies can use several additional techniques toeabeig transmissions: (1) a wide-spectrum broad¢s
frequency hopping in the broadcast, (3) double rfaidun using subcarrier frequencies, and (4) fregies close to
legitimate signals such as radio stations (?snng@)i But each of these leaves clues in the freqyugpectrum.
Wide-spectrum and frequency-hopping behavior vileg distinctive ?smear? pattern; double modutatidl give
two equal peaks; and snuggling will give two distibhut very close peaks. It may help to keep rexzofdhe
frequencies observed at a location to better natiemges created by new transmissions, analogtusking
checksums for detecting changes to a file systeaguency detection is not foolproof as it doeswatk when bug

is turned off; a bug could be designed for onlyasional transmissions.



Bugs can also be detected by nonelectronic inspebly noticing unusual changes to objects, suck@ar work or
abrasions where none should be expected, new slgebtuilding materials, and so on. Counterintelige training

(Shulsky, 1993) provides many suggestions.

PROTECTING AGAINST OFFENSIVE SIGNALS

Now let us turn to the use of electromagnetic dgjaa weapons against computer systems for sabotage

harassment.

Damage M echanismsfor Electromagnetic Signals

A disadvantage of the decreasing size of computgmatwork hardware is that they are becoming asirgly
vulnerable to electronic attacks as they beconwedbte to dissipate large amounts of power. SglaVoltage
suddenly created within modern circuitry can masilg create permanent damage. High voltages inbigte
current flows that can melt electrical conductoesysing electrical breaks or shorts deep insidasdiat are
virtually impossible to repair. This heat can atselt the packaging and create toxic fumes or §itag. In addition,
even moderate levels of heat can destroy the eakdigectric properties of the semiconductorg tr@ the

building blocks of integrated circuits, making theseless.

Several methods can damage circuitry without ectlekectrical connection. High-frequency electrometis waves
can be used that have powerful penetration cafiabiliA short burst of such frequencies can betedeay a
nuclear explosion high in the atmosphere, an ele@gnetic pulse (U.S. Government Printing Offic®98). Such
pulses are serious threats to international sgdoeitause they can destroy digital hardware ovéda area.

Smaller pulses can also be created from spark gapisthey can be effective against specific targets

Microwave radiation can also be used to attack aderghardware. Because microwave ovens can coak foo
higher power microwaves can be focused to ovenbedicular targets. Such weapons can be eitheowarand or
broadband. Narrow band can be more effective ifloreavs the natural frequencies of an electroniéadeand can

stimulate the device at those frequencies, amplifghe damage, but that requires detailed knowleditfee device.



The former Soviet Union is alleged to have beenantbdd leader in developing offensive electromagnetapons

as an inexpensive way to attack the combat systéthe more technologically advanced West.

Countermeasures for Damaging Electromagnetic Signals

The same electromagnetic shielding discussed adaeprotection against spying can also protec¢hsiga
electromagnetic attacks, as Gauss's law appliesttoincoming and outgoing signals (Kopp, 1997; deodki,
1990). But for perfect protection, the device mssperfectly enclosed in a conductive materighdfre are any
gaps in the surrounding material, they will perpghetration by radiation of frequencies less tih@nwidth of the
gap unless countermeasures are used. Centimetergaps are sufficient for microwaves, but noter X rays
and gamma rays that occur with a nuclear exploditore complex shielding designs can address théesdY(1990)
proposes convoluted corridors that twist and torrtlie necessary gaps as a way to significantiyatte radiation

traversal.

Shielding can also be at the level of the integrafecuit. ?Radiation-hardened? integrated-circhips are
available for military and space applications (Heg: Benedetto, 2003) to protect against high-feeay
radiation. They cost 10?1,000 times more than sedwrdware because of their difficulty of manufiaetbut
provide a number of techniques for protecting thip.cThese include special thinness of the cideyiérs (to reduce
the effect of charged layers), extra width of catielectrical channels, fabrication at lower terapgres to reduce
chemical weaknesses that radiation can exploitnami@ complex design methods. However, they arergéiyne
designed for continuous radiation (as in nuclear space applications) rather than for the shoggmbf radiation

typical of an attack.

Traditional methods of electronic protection agairidtage spikes (because of lightning, power otd, etc.) can
also provide some protection for electronic cinguif they are significantly upgraded from usuahgtice. Press
(1990) recommends protection for up to 10,000 vattgower lines and 20,000 volts on phone lindsefafor only
a few nanoseconds); special devices such as varisto accomplish that. A fuse is the oldest anst riamniliar

method, but is no protection for a voltage surger@very conductor. Fuses must also be replacesltbey have



been blown and must be chosen to have a fastey tihela the damage time of the circuit they areqating. Circuit
breakers involve a gap across which a high-voltguilee could jump, so they are not appropriate twerful

electromagnetic attacks. Fiber optic cables ar@ulakng input lines because they cannot be oeeldal.

Surge protectors and transient protection devicesiaother traditional way of protecting electromgpipment
against current spikes on its power or signal lifé®y use large resistors to dissipate energyasdnd capacitors
to even out the current supplied to a device. Haresapacitors become less effective the highefrémriency of
the signal they are protecting against, and thepatreact effectively against a nuclear electrame#ig pulse.

Surge protectors have a rated delay, and usefdl o@ed to have delays on the order of picoseconds.

As with emanations protection, the danger decreagbshe square of the distance from the sourteisTif you can
keep your enemy outside a given perimeter around gomputer systems, you can estimate the closegtdould

get, the strength of their electromagnetic weapthesstrength of your protections, and the possialeage.

Electromagnetic Noiseto I nterferewith Computer Systems

Another way to interfere with electronics is toitlerately produce electromagnetic interferencerpdde
operations. Jamming is an example, where suppbyistgong signal at the same frequency as a narao ignal
such as radio will prevent listeners from receivilng signal. Jamming works best with analog vokagéere
adding to an existing signal changes the meanirigeo$ignal. This could affect the video monitomafomputer or
analog input devices. But it is less a problemdigital communications where there are only twaage levels,
because moderate noise does not increase ambignétys it changes the voltage enough to go fromtdolaigh or
vice versa. This inherent noise protection isgictfa main justification for the shift from analgdigital
electronics that has been occurring since the rBiB4. Some protection against electronic noisebeavbtained by
filtering it out using appropriate circuitry. If éhnoise has distinctive frequencies, appropriaeteinic filters can

be designed, even automatically, in response tergbd signals.



CONCLUSION

Electronic threats to computer systems and netwamk®ften overlooked in the concerns over the aalyoif
security problems with the new software technolsgionetheless, electromagnetic threats remaiowseri
problems for high-security systems, and everyomeemed with information security should be awdrgthem and

the variety of measures available to combat them.

GLOSSARY

Bug Detector Electronic device for detecting electronic or audavesdropping devices.
Counterintelligence Methods used to impede the collection by your gnefiintelligence about you.

ElA-232 Commonly used physical-level network protocol asdociated hardware specifications for slow
communications like those for keyboards, monitarg] modems; originally called RS-232.

Electromagnetic I nterference Electromagnetic waves that are sufficiently stramghduce significant voltages and
thereby interfere with operations of electronicides.

Electromagnetic Pulse A burst of high-voltage electromagnetic radiatioreated by a special device or a nuclear
explosion.

Electromagnetic Shidding Electrically conductive material placed arounctgdenic devices to reduce their
electromagnetic emanations and reduce their subi#ypto electromagnetic pulses.

Electronic Filter An electronic device that amplifies some frequeacenore than others, useful in reducing
electromagnetic emanations.

Emanations (Emissions) Security Issues in the protection of computers and netwfrdta eavesdropping on the
electromagnetic signals they inadvertently generate

Faraday Cage Perfect electromagnetic shielding with no gaps.
Ferrites Ferromagnetic materials which can used for redphigh-frequency magnetic fields.

Ground The comparison voltage for electronic circuitrgually electrically connected to the earth throagh
electrical plug and appropriate building wiring.

Intelligence Information about an enemy obtained by surreptitimeans.
SignalsIntelligence (SIGINT) Gathering of intelligence data by intelligence rages from electromagnetic signals.

Sour ce Suppression Reduction of electromagnetic emanations from amdasr or network by reducing its
generated signals.

TEMPEST Secret U.S. Government standards for computemiasiwith reduced electromagnetic emanations,
used for military and diplomatic systems.
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